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WHAT IS HIPAA?

< Health Insurance Portability and
Accountability Act
< Enacted 1n 1996

¢ also known as the Kennedy-Kassebaum Bill ‘

< Much more than msurance po@blhty, ,
including health care information priva
security




What is HIPAA?

*» IT initiative
¢ Patient “protection”
**Focus of today’s discussion

** Security mandate




HIPAA 1s all about...

+» Standards

¢ Standards for automating the business of
transmitting electronic claims information

¢ Standards for protecting the privacy of health

information \
¢ Standards for ensuring the security of health
information




So why do I care?

¢ Compliance initiative by all covered
entities

**Compliance initiative by many contractors
and subcontractors of covered entities




What is a covered entity?

*»Health care plan
**Health care provider
**Health care clearinghouse




Privacy Standards

*»*Complex system for the maintenance and
dissemination of “protected health information”

*» A system of rights for patients to inspect, copy,
amend and account for disclosures of their
health information

“* Regulates your relationships covered en
and with third parties that provide services to
covered entities in relation to PH. '




Protected Health Information

< Individually 1dentifiable health information

¢ includes virtually all written or oral
communications related to:

past, present or future physical or mental health
condition of a patient

includes health care services provided and mfo 10n
related to payment for services

< PHI 1s Everywhere! -
¢ Doesn’t matter what form or fom'{a_,
¢ Doesn’t matter if you created or receive
¢ Uses and Disclosures of PHI are regulated




Examples of Areas Housing PHI

# Accounting
+ Administration

+ Admitting/ Referral
Authorization

# Billing/Business Office
+ Clinical Functions
+Compliance

# Contracts

+ Customer Service/Front

Office/Reception

+ Human Resources

+ Information Systems
+ Legal

+ Marketing

# Medical Records

+ Medical Staff/Physicic

Functions

* Radiology, Laboratory or
Ancillary Sgi'&es
“ Risk Management




Compliance Deadline:

**Compliance Date: April 14, 2003

**Can update standards once per 12 month
period but there is no limit on informal
guidance




Regulation of Uses and Disclosures
of PHI

< Required Disclosures
¢ To the patient
+ To government to verify compliance

< Disclosures for Treatment, Payment or Health Care
Operations

¢+ Attorney requests with an individual release of r
Can not just submit a generic form letter

» Disclosures Permitted and/or Requun by Law ,

Court orders, subpoenas, efc.

< Disclosures with Authorization “
ec




Individual Does Not Have An
Opportunity to Agree or Object

<» When disclosure is required by law
+ Public Health Reporting
+ Child Abuse/Neglect

+ FDA Compliance ‘
+ Judicial/Administrative Proceedings

+ Law Enforcement Purposes "

+ Specialized Government Functions--Milit
Workers” Comp




Minimum Necessary Standard

“*Complex array of disclosure standards, plus
the requirement not to use or disclose more
than necessary to achieve the goal.

“»*Does not apply to:

¢+ disclosures made to a provider for treatment purpeses
¢+ disclosures made by request of an individual (‘\::“

authorization)

¢ disclosures made to DHHS to ensure g(*)hance ‘

¢+ disclosures required by law
¢ Requirement on face of subpoena




Verification Requirement

< Duty to verify:
¢ Identity of requesting party
¢ Authority of requesting party

-




Reasonable Safeguards

** HIPAA is not intended to impede “customary and
essential communications”

+» All risk of incidental uses/disclosures can not be
eliminated

+ Commitment to work with providers who are trying to

comply
¢ Safeguards will vary based on size of the COVZI‘
entity and nature of the business

+ Take into account the effect on patient c‘ versus the
financial/administrative burden -
Telecommuters
Diversified provider of services




Other Patient Rights

<+ Notice of Privacy Practices

< Right to Request Restrictions on
Use/Daisclosures
¢+ Covered entity need not agree

< Right to Request Accommodation in
Communicating Confidential I@rmation




Individual Rights, Con’t
<+ Right to Amend Record

¢ Procedure similar to credit report disputes
< Right to Obtain an Accounting of

Disclosures %
¢ for a six year look-back period ‘

not for treatment, payment or he*hcare
operations ;

not for disclosures to individuals or famili
members, etc. mvolved 1n care




Individual Rights, Con’t

< Right to file a Complaint

+ In accordance with the Covered Entity’s
internal complaint process or directly to HHS

key 1s an effective HIPAA compliance program
and a strong privacy officer ‘

no retaliation or retribution permfged
-




Medical Record Privacy and What
You Need to Know to Protect

Y ourself and Your Clients;

Business Associate Agreemenits
g ‘

-

Peter Mellette, Esquire
Hancock, Daniel, Johnson & Nagle, P.C.




Problem Prior to HIPAA:
Lack of Trust

Two thirds of U.S. adults say they do NOT trust health
plans and government programs.tmamtam ,
confidentiality all or most of the time
California HealthCare Foundation. national poll, January 1999

Peter Mellette, Esquire
Hancock, Daniel, Johnson & Nagle, PC.




F] Ow o e Eployer

Based on &
preseniation
developed by the
California HealthCare
Foundation

Data can also be shared with: Data
Clearinghouses, Law Enforcement,
‘T Jowmalists, Courts, Marketers
Ercaunier Db

—

~ Primary Care Group % ClaimarE
'_“"h Administrator . - - .

v

v

Prympat Chaim

Pharmacy Whaelesaler

CvdarsBombs

v

Fleaze mote that the explanations are meant to be illustrative. They are not comprehensive.



Result Prior to HIPAA: Increased
Access Equals Increased Risk of
Misuse

» Access through electronic data interchange

» Access by those who are not bound by ethical or legal
standards

» Access motivated by profit

» Access motivated by curiosity

Peter Mellette, Esquire
Hancock, Daniel, Johnson & Nagle, P.C.




Business Associates

* WHY?

— Covered Entities (e.g., Health Plans,

Providers) may use Third-Parties to ca
out Treatment, Payment and Healthc?;x
Operations and Disclose patie“informa,tion
to Third Parties for such purposes ‘

Peter Mellette, Esquire
Hancock, Daniel, Johnson & Nagle, P.C




Business Associates
« HOW?

— A covered entity (CE) may permit a business
associate to create, receive, maintain, or transmit

protected health information on the covered
entity’s behalf only if the covered entity ob
satisfactory assurances, 1.e., a written agreem

that the business associate W111 apmprzately
safeguard the information.

Peter Mellette, Esquire
Hancock, Daniel, Johnson & Nagle, P.C




Business Associates
« WHO?
— Lawyers, Billing Services, Accountants, Consultants, and

Vendors are typical examples of Business Associates (Test
1s if Protected Health Information Used or Diselosed)

— Employees of Covered Entity are NOT Business A:s‘ates

Peter Mellette, Esquire
Hancock, Daniel, Johnson & Nagle, P.C




Business Associates

 WHAT?

— See HIPAA Prnivacy Guidance

» Much Boilerplate Material Required by Privaey
Standards |
grée@ment

» Covered Entities are Responsible to Request A

Peter Mellette, Esquire
Hancock, Daniel, Johnson & Nagle, P.C




Business Associates

* WHERE?

— Implementation Specifications: Must document the satisfactory
assurance required through a written contract or other arrangement with
the business associate that meets the applicable requirements

— See Sample Contract Provisions

Peter Mellette, Esquire
Hancock, Daniel, Johnson & Nagle, P.C




Business Associate Agreements

* Required Provisions:
Non-disclosure
Security
Mitigation of Damages
Reporting Any Unauthorized Use
Access by Covered Facility or Individuals

* Protected Health Information
* Policies and Procedures of Business Associates

Amendments

Documentation of Disclosures

Accounting of Disclosures

Subcontractors Bound by Same Rules

Immediate Termination for Cause

Destruction or Return of Protected Health Information at I

Peter Mellette, Esquire
Hancock, Daniel, Johnson & Nagle, P.C




Business Associates Agreement

» Information from a Covered
Entity to a Health Care Provider
EXCEPTIONS: Regarding the Treatment of an

An Agreement is NOT Individual
Required with Respect to..* Information by a Health Plan to a
Plan Sponsor, Such as an
Employer

Information from a Hea are
Provider to a Health Plan
Payment
Persons Wlthmt fbj]jty
for Protected Hi formatiorn
or Whose Acc S 1S

« De-Identified Information

Peter Mellette, Esquire
Hancock, Daniel, Johnson & Nagle, PC




VenesT/
ouR WES WILL BL
B ST EREER
Hew THAT T WANE
PLL euR PrewaT
PFe R MATION AT
WY FINGERTES.

Pater Mellette, Esquire
Hancock, Daniel, Johnson & Nagle, PC




TROUTMAN SANDERS LLP

ATTORNEYS AT LAW

Conducting a HIPAA
MEE U WG EWEE




Preemption Analysis

**Began with comprehensive list of state laws
related to health information or medical
records

v Disclosures involving covered entities

**Narrowing of comprehensive list to

v'Disclosures regulated by HIPAA -
«»Conduct the Preemption Analysis_




Preemption Rule

*» A state privacy law will be preempted if it 1s
CONTRARY to HIPAA unless
v'The state law is more STRICT

v The state law related to reporting of publieshealth
matters

v'The Secretary of HHS decides the state law is not
preempted - '




HIPAA definitions

» Contrary

v'It is impossible to comply with both Virginia law
and HIPAA

v'Virginia law is an obstacle to execution of HIPAA
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