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Why Confidentiality?

m Reduction of stigma

m Fostering trust

m Preserving privacy

m Encouraging help-seeking behavior

m It is an important, but not absolute,
legal and ethical principle




Virginia Tech — April 16, 2007

m Seung-Hui Cho, a
23-year-old senior,
went on a rampage,
killing 32 and
wounding 17
students and faculty
before turning the
gun on himself in
the worst school
massacre in U.S.
history.
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Findings of the Virginia Tech Review
Panel - Cho’s Mental Health

“Cho exhibited signs of mental health problems during
his childhood. His middle and high schools responded
well to these signs and, with his parenis’ involvement,
provided services to address his issues.”

“In 1999, Cho’s middle school teachers observed
suicidal and homicidal ideations in his writings and
recommended psychiatric counseling, which he
received.”

“During Cho’s junior year at Virginia Tech, numerous
incidents occurred that were clear warnings of mental
instability. Although various individuals and
departments within the university knew about each of
these incidents, the university did not intervene
effectively. No one knew all the information and no one
connected all the dots.”
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Findings of the Virginia Tech
Review Panel

Incorrectly interpreted privacy laws.

Lack of resources.

Passivity to share information despite
warning signs.

Missing records at the Counseling Center.

Widespread confusion about what federal
and state privacy laws allow.
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Virginia’s Legislative Response
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Legal Right to Privacy
Va. Code § 32.1-127.1:03

= Individual right to privacy of health
records.

m Health care records may not be
disclosed except where permitted by
state and federal law.

m Health care records are the property
of the Health Care Provider (custodian
of the records).

Mellette P.C.



High School Records
Va. Code § 23-2.1:3

= May now require that any student who
commits to attend or is attending the
school provide from the originating
high school his or her complete

student record, /ncluding any mental
health records.

= Must be kept confidential as required
by state and federal law, including
FERPA.
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Parental Notification of Mental

Health Treatment
Va. Code § 23-9.2:3(c)

m School must establish policies to notify the parents
of dependent students that the student is receiving
mental health treatment in your center.

m Notification is required if it is determined that there

exists a substantial likelihood that, as a resulf of
mental illness the student will, /in the near future:

m Cause serious physical harm to himself or others as
evidenced by recent behavior or any other relevant
information; or

= Suffer serious harm due to his lack of capacity to protect
himself from harm or to provide for his basic human needs.
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Parental Notification of Mental
Health Treatment (cont.)

However, notification may be withheld if the
student’s treating physician or treating
clinical psychologist has made a part of the
student’s record a written statement that, in
the exercise of his professional judgment,
the notification would be reasonably likely to
cause substantial harm to the student or
another person.

m No civil liability for disclosures.
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Family Educational Rights and
Privacy Act (FERPA)

Background

Passed in 1974; amended several times since
then. Major amendments in 2008.

Designed to protect the privacy of education
records and to provide information to parents

(primary/secondary education) or to students
(higher education).

Intended that students’ rights be broadly
defined and exceptions narrowly construed.

m There is some institutional flexibility.

m Few legal cases - issue is typically access, not
improper disclosure.




FERPA Definitions:

m “Directory Information” - information not
considered harmful or an invasion of privacy
if disclosed.

m “Education Records” - anything related to
the student (broadly defined) with
exceptions (narrowly defined):

m Records in the sole possession of the maker.
m Law enforcement records.

= Employment records.

= Medical/psychological treatment records.

= Alumni records.




FERPA Definitions
(cont.):

m “Parent” - either parent.
m “Eligible Student” -

m 18 years of age or enrolled in higher
education.

= Must be enrolled.

m Applies only to that segment of the
institution in which the student is enrolled.




FERPA Privacy Rules

m Protects the privacy of student educational
records.

m Requires written authorization from the
student before release or a parent of a
dependent for release to the parent only,
subject to certain exceptions.

m Distinguishes between student educational
records and student treatment or health
records.
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Educational vs. Treatment
Records

m Medical and psychological treatment
records are not “education records” if:
= Made or maintained by a physician,

psychiatrist, psychologist, or other
recognized professional;

= Made, maintained, or used only for
treatment; and

= Not made available to anyone other than
persons providing treatment.
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Release of Treatment Records For
Purposes Other than Treatment

m Once “treatment records” are disclosed for any
purpose other than treatment, including to the
student, the records become part of the
student’s education records and are subject to
all other FERPA requirements.

m [reatment records become education records
if:
m [he student inspects his own treatment records.

= The student or parent of a dependent student files a written
request to have the records released for any purpose other
than treatment or professional review.

m [he treatment records are released without written
consent under any one of the FERPA exceptions.
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Release of a Student’s Medical
Records With Consent

m Written permission of the student:
m Specify the records that may be disclosed,;
m State the purpose of the disclosure;
= |ldentify to whom the disclose is to be made; and

m Be signed and dated.

m Treatment by off-campus health care
professionals.

m Student’s request for review by a
physician or other appropriate
professional of the student’s choice.
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Release of Student Health Records
Without Consent

m Another educational institution related to
enrollment or transfer.

m Federal and State officials for auditing
compliance with Federal or State laws.

m To the parent or guardian of a dependent
student.

m Court order or lawful subpoena.

m Health and Safety Emergency: Necessary to
protect the health and safety of the student
or others.
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Release to Parents

m Education records may be disclosed to a parent
without the prior written consent of an eligible
student if the disclosure meets several existing
provisions of FERPA.

= To parents of a dependent student, as defined by
the IRS

= In connection with a health or safety emergency
as defined under FERPA

m Regards the student’s violation of any Federal,
State, or local law, or of any rule or policy of the
institution, governing the use or possession of
alcohol or a controlled substance if-

m The institution determines that the student has
committed a disciplinary violation with respect to that
use or possession; and

m The student is under the age of 21 at the time of the
disclosure to the parent.




FERPA 2009 Amendments

= Amendments to the health and safety emergency
exception now make it easier for a postsecondary
institution to release information to parents or
others without a student’s consent.

Afford greater flexibility and deference to school
administrators to use appropriate resources
quickly and decisively in managing emergencies.

Require a school to keep a records of the
“articulable and significant threat” that formed
the basis for the disclosure and the parties to
whom the information was disclosed.
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